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This brochure has been based on information previously included on the
EU Quick Guide published on May 2021 by the European Commission,
Directorate D. Law Enforcement and Security for the protection of places
of worship.

Therefore, we particularly express our appreciation to Laurent Muschel
and Radoslaw Olszewski for their cooperation and guidance.

INTRODUCTION
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Across Europe, there is an increase in attacks on places of worship and other religious institutions. There-
fore, there is a clear need:

* (a) to monitor and record such events, and

* (b) enable local leaders to prepare for and handle such events should they happen.

Terrorist attacks have had great impact both on community leaders, and community members.

Places of worship are meant to be places of peace, wisdom, and spirituality. Most of the facilities have
been built without taking in consideration any potential malicious act, certainly not a terror attack. For
this reason, security professionals call places of worship “soft targets”, because they are barely, or not

protected at all.

Perpetrators have also understood the opportunity these places present for them to commit their act of
hatred.

Terror attacks, desecration, vandalism and other crimes have been committed in synagogues, mosques,

churches and temples.

The guide “Protect your Community” aims to give basic and applicable tools to community leaders and
employees of places of worship to improve and increase their security awareness, level of protection and

resilience capabilities.

The SASCE project and the European Commission DG Home Counter Terrorism Unit help you to strength-

en your Community by taking the necessary measures, by positively engaging your worshippers and

developing your cooperation with your local public authorities.




RISK ASSESSMENT

In order to protect your Community, you need to know what are the potential threats which could impact

your organization and your worshippers.

Therefore, it is crucial to identify each potential risk in order to prevent or manage it.

SASCE advises you to:

* Be in continuous contact with your local public authorities (Law Enforcement), to be updated
on the threat in your country, city, Community.

*  Complete this basic Risk Assessment Tool:

This list of incidents is not exhaustive, please add all relevant types

Probability Severity

Actions Taken
1to 5 1to 5

Online / social media abuse

Insult/Harassment

Vandalism/Graffiti

Desecration

Theft

Arson

Kidnapping

Violent assault

Kidnapping

Stabbing attack

Hostage taking

Car ramming

Active shooter

Explosive

PREVENT AND MITIGATE THE RISK
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PHYSICAL AND TECHNICAL TOOLS

Without breaking the principles of the sanctuary that places of worship represent, such places can de-
ploy certain measures which may dissuade or deter potential attackers who are acting without advanced
preparation and who may choose your place of worship simply at random.

The basic physical and technical tools you would install around or in your building should be aligned with
your risk assessment.

Strong Door Lock

Equip your building with strong door lock.

A strong door lock prevented the Halle Synagogue shooter from entering and killing innocent worship-
pers.

CCTV cameras
Equip your building with CCTV cameras to monitor and detect suspicious activity around your facility
such as suspicious behaviors, cars and objects.

Alarm

Intrusion alarm would prevent a perpetrator to break in while your facility is closed.

Fire alarm and fire detection device would mitigate the risk of unintentional fire or arson.
These two alarms should be connected to the Law Enforcement.

Additional deterrence tools
Deploy signs, dummy CCTV cameras as well as other actions that may give impression of robust security
that could potentially discourage any perpetrator.
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BASIC SECURITY PROCEDURES

* Appoint security trustee(s)
*  Keep the doors of your building locked
» Liaise with Law Enforcement to define emergency protocols
* Report any suspicious activity to
* your colleagues/staff
* Law Enforcement

* In case of emergency, apply the pre-defined protocols and give the proper
) ) } SUSPICIOUS BEHAVIOR
instructions to the worshippers

SUSPICIOUS OBJECT

* If the emergency leads to a crisis, activate your Crisis Management Team

SECURITY AWARENESS
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shippers and their adoption of adequate behaviors regarding possible dangers.
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Once we are aware and prepared, we can go on with our peaceful lives, freely and

without fear.

Our Security Awareness Program #TOGETHERWEARESAFER offers simple and thor-
ough education on the matter for people of all ages and from anywhere in Europe.

By applying these simple practices, you will improve the level of security and resil-

ience in and out of your place of worship. ; w

Therefore, we invite you to disseminate these tips throughout your Community. =

To download the 10 videos and posters, please visit our website www.sasce.eu




MITIGATE THE RISK

Risk acceptance is part of risk management process and is an essential part of any security process. Places of

worship are no exception.

Therefore designing, planning and implementing the adequate security measures in places of worship should be

in line with the risk assessment.

Based on your risk assessment and preventive actions, define and complete the additional actions required to

mitigate the risk.

Probability Severity
1to 5 1t0 5

Actions Taken Actions Required

Online / social media abuse

Insult/Harassment

Vandalism/Graffiti

Desecration

Theft

Arson

Kidnapping

Violent assault

Kidnapping

Stabbing attack

Hostage taking

Car ramming

Active shooter

Explosive

Risk assessment and risk mitigation should be reviewed on a regular basis to ensure the relevancy of the measures

and actions implemented.
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COOPERATION WITH LAW ENFORCEMENT

We encourage you to contact your local authorities and establish a cooperative and trustful relationship. As previ-
ously mentioned, it is important that Law Enforcement would update you about the level and nature of the threat to

your country, city and Community.

We recommend you to inform Law Enforcement about your risk assessment and all the actions you have taken to

optimize the protection of your Community.

In order to ease your communication with Law Enforcement, and to provide adequate information for their opera-
tions, please share with your contacts the “SASCE Practical Guide for Law Enforcement”:

For more information, visit our SASCE web site www.sasce.eu
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GUIDE TO LAW
ENFORCEMENT




CRISIS MANAGEMENT

Despite our best efforts, it could happen that the worse occurs, leading to a crisis situation.

CHARACTERISTICS OF A CRISIS

+ Significant assets are under threat
human, environmental, economic

+ Little time is available for response
partial and unverified information are available at the beginning of the crisis

* The event is characterized by considerable uncertainty
daily routine processes are designed to manage incidents, not crisis

* The event cannot be contained and rectified without extraordinary

measures
the more we wait to react, the greater the consequences

In order to mitigate the impact of a crisis, you should activate your Crisis Management Team (CMT).
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THE 2 MAIN OBJECTIVES OF THE CMT

The security of your worshippers and staff is the priority. Provide them with the necessary support.

Once their security assured, take the adequate actions to go back to your Community operations. It will develop

the resilience process of your worshippers and strengthen the Community as a whole.
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Back to the

Save Life routine

THE ROLES COVERED BY THE CMT

CRISIS MANAGEMENT TEAM
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COOPERATION WITH THE AUTHORITIES

Preparatory stage » Get in touch with local authorities:

Build a trustful cooperation and invite them in your preparatory drills.

For more information about Crisis Management, watch the video on our web site www.sasce.eu
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Municipality

National or local crisis center
Law Enforcement

Fire Department

Medical Emergency Services

ABOUT SASCE PROJECT
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SASCE is a multi-layered project, funded by the European Commission, to increase security in and around
places of worship, as well as within and between Christian, Buddhist, Muslim and Jewish communities.
Building and expanding on the good practices recommended by the Commission for the protection of
public spaces, but also relying on the knowledge and expertise of well-organized communities and se-
curity groups.

The four partner organisations offers content for Community Leaders, Community Members and Employ-
ees (basic security tools, security awareness, crisis management). Subsequently, it will create a network
of coordinators on the use of this content, and then disseminate it through trainings, briefings in and
around communities, as well as wider communication campaigns across Europe.

The project also aims to build trust and cooperation between civil society and national authorities, facil-
itating formalised channels of communication between community leadership and public enforcement

authorities.

We hope that this will be the beginning of a long-term process of inter-faith cooperation on security that
will have very positive effects for our communities, in the EU member states and beyond.
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APPENDIX : SECURITY AIDE MEMOIRE CHECKLIST

Actions Taken

QUESTION - AREA OF CONCERN Status of Facility

What is my access control ? Are the main entry ports
fully open ? Is the access to the place of worship

granted after visual verification of those requesting D I:l
access ?

Is the main gate or access point lockable and is the
construction strong enough to prevent external

break-in attempt, what actions could be done to I:l I:'
strengthen the access gate ?

Are there side or rear entrances that give access to
the place of worship ? can these be opened from

inside or outside and give unexpected access to the D D
inside of place of worship ?

In case of threatening situations outside of the door
your facility, can the access point be closed and
locked quickly when emergency occurs outside of D I:l
the door to prevent access and protection of wor-
shipper ?

Does your place of worship provide parking facilities

?is there access control or are these parking facilities
fully public ? Could the carpark be exploited for a D I:'
bombing type attack ?

Are the practitioners gathering in front of the place
of worship before, or after the religious activities ?
Are the gathering places exposed to possible vehicle I:l I:'
attacks or other possible threats ?

In case staff or religious figure leading the place of
worship) observe suspicious behaviour by a person
or group or persons inside place of worship, what D D
possible actions can be taken to alert staff ?

Is the CCTV capable of monitoring areas which allow
you to identify possible strange behaviour inside or
outside your facility ? Is the CCTV continuously mon-
itored ? Is there an access control system which is D I:l
linked with CCTV monitoring ? Could CCTV monitor-
ing allow you to respond and protect your facility ?
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Actions Taken

QUESTION - AREA OF CONCERN Status of Facility

Is there a security system which is linked with a silent
alert ? Is the silent alert linked with Police or private
security provider? Have you tested the silent alert D D
response ? how long is the response time to given
alerts ?

10

Do you have signage in front of place of worship
which indicates security measures are applicable D D
inside the facility ?

"

Hostile Monitoring — review if your facility is well
detailed on the internet sites and maps (ex. Google D I:l
Streetview, live webcams — windy.com)

12

Is the CCTV either connected to private or public
authority surveillance system ? D D

13

Do you have or could you install a small Security

booth outside the place of worship which intend to
imply the presence of security ? is it practical in your D I:'
case ?

14

Are there regular review of parcels or items left in the
place of worship? Do you receive a sizable amount

of mail ? Could your place of worship be targeted via I:l |:|
mail parcels (explosive threats) ?

15

Have you in the past conducted any type of
emergency response trials to see how your facil- D |:|
ity staff will perform in crisis situation ?

16

Is the staff supporting the activities of the place
of worship familiar with emergence procedures |:| |:|
? (excluding the burglary scenarios) ?

17

Have you conducted any security awareness
activities with the staff ? D |:|

18

Have you established an effective and clear
communication channel with authorities in-
volved in the response to emergency in your
place of worship (ex. police, civil protection, fire D |:|
and emergency responders), is everyone among
the staff aware of these contacts ?
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Actions Taken

QUESTION - AREA OF CONCERN Status of Facility

Has the COVID-19 pandemic measures such

as social distancing created potential vulnera-

. :;Iltles in your mind ? are thle worshlp.ers mo.re I:I |:|
posed to threats like vehicle ramming or fire-

arms attack when they are outside of your place

of worship ?

Have you established a working contact with
our public authorities responsible for securit
20 e b to receve securtty form O O

of places of worship to receive security informa-
tion and other relevant risk information ?

Do you maintain the same security level of your

facility during certain seasonal events (Hannu-

2 o | O O
kah, Ramadan, Christmas etc) when the threat

may be higher ?

Do you utilise the social media platforms to
alert your worshippers of details concerning
religious activities ? if yes, would you consider
22 also building some basic security messages into D |:|
such future communications to increase security
awareness without raising concerns among your
practitioners ?

To prevent targeting the religious leaders
riest, rabbi, imam) are you taking any steps
3 (p )arey g . y ‘ .p ] (]
to protect them ? Can some unpredictability be
built into their daily routines?

Have you established a working contact with
our public authorities responsible for securit
2O b loremoe secunty morm O | O

of places of worship to receive security informa-

tion and other relevant risk information ?

Are the evacuation routes clear and unobstruct-
25 ed to facilitate an emergency evacuation ? Is I:l I:l
staff aware of evacuation procedures ?

Source: EU Quick Guide to support the protection of Places of Worship (May 2021) by European Commission DG
Home Counter terrorism Unit D2
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The content of this publication represents the views of the author only and is his/her sole responsibility.
The European Commission does not accept any responsibility for use that may be made of the
information it contains.
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